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Raising Awareness, Building Immunity, Inspiring Research, & 
Advocating Deterrence: PropOrNot Announces Next Steps 

 
PropOrNot Headquarters, Various Locations, United States -- Nov 30th 2016 -- PropOrNot was 
created as an all-volunteer, unfunded, anonymous, ad-hoc, and completely independent effort. Our 
objectives are: 
 

1) Raise awareness: Online “fake news” is a serious problem. It is bigger than just clickbait 
intended to sell ads. “Fake news” also includes one-sided and deceptive propaganda which 
serves the interests of hostile foreign countries, especially Russia. The consequences of 
this are potentially very serious, and include damaging the economy, influencing elections, 
and inspiring violence. 

 
2) Inspire research: We have motivated others to identify the problem, find potential 

solutions, and continue to assist those that need help. We are proud to have helped 
independently corroborate other research. Our work has helped initiate and bring new focus 
to other efforts, and we look forward to seeing peer-reviewed papers published as a result. 

 
3) Build better social “immune systems”: Foreign actors are manipulating democracies 

through online propaganda and “fake news”. There is a critical  need for good opt-in and 
opt-out systems to help individuals easily understand the larger context of what they’re 
seeing online. Social media companies and other organizations have a responsibility to 
figure out how best to use their control over what they amplify and spread. They can do that 
without controlling what users post. This does not imply censorship. However, it could imply 
highlighting propaganda and “fake news”, while giving priority to factual sources, as well as 
giving users greater control over what they view on social media platforms. 

 
4) Advocate deterrence: We have a right to know when a hostile foreign government is trying 

to manipulate us, especially through “fake-news” online propaganda. As Americans, we 
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hold our Commander-in-Chief, our President, ultimately responsible for the common 
defense of the Republic, including against novel threats like cyberespionage, information 
warfare, and online propaganda. The U.S. government has vastly more information about 
hostile foreign propaganda targeting the American people than independent researchers 
like us do, and we call on the U.S government to acknowledge the potent threat to 
democracy that data-driven and well-targeted foreign propaganda poses. 

 
We have made significant progress towards our initial objective of raising awareness of the issue. 
Further research and immune-system development are well underway. Elected officials, 
researchers, and policymakers are mapping out paths to effective deterrence. 
 
Initial Accomplishments 
In the short time since we started this project, we have been approached by whistleblowers leaking 
documents, laid the groundwork for collaboration with other researchers, and received an immense 
outpouring of support, constructive suggestions, offers to contribute, and volunteer applications. 
Our approach has been successfully used by people around the world to critically examine online 
propaganda outlets and expose the pro-Russian bias, lies, and uncritical reuse of state-controlled 
media therein. Operators of sites we have highlighted have reached out to us, made a case for 
their independence, described how they take state-sponsored propaganda very seriously, and put 
measures in place to avoid being a conduit for it. We are very encouraged by that. We have 
removed these outlets from our list, and are continuing to add other ones, especially ones which 
are directly owned and controlled by governments that suppress and restrict free media. 
 
Reporters have investigated some of the outlets we highlighted and found them to be foreign-run, 
popular, and supportive of Russia in important ways. Some reporters in particular have engaged 
with our work in its larger context to produce thoughtful analysis. Allied governments and 
intelligence services, including those of Germany and Sweden, are well aware of the phenomena 
we highlight and take it very seriously. We have accomplished these things in a very short time, 
with no budget and no formal organization, by building on the work of numerous others who have 
paved the way. 
 
Varying Criticism 
We have been strongly criticized as well. Journalists and other researchers have made some 
thoughtful critiques and pointed out the need for certain improvements that we take seriously. 
Some have questioned our anonymity, but we will remain anonymous for the reasons which we 
laid out at the start of this project, in our Frequently Asked Questions: We are anonymous because 
we are civilian Davids facing down a state-sponsored Goliath. We take things like Russian hacking 
of Americans, Russian physical attacks on journalists, “Pizzagate”-style mob harassment, and 
doxing and harassment seriously.  
 
We would also like to be clear: We strongly believe in the First Amendment rights to freedom of 
expression and freedom of the press. Diverse and independent media are vital to the health of free 
society. Non-profit and commercial, alternative and mainstream - all are critical to our democracy. 
Americans have the right  to echo, repeat, be used by, and refer their audiences to Russian official 

 
PropOrNot Press Release Embargoed Until 1700 EST, Weds Nov 30  2 
 

http://www.inc.com/tess-townsend/ending-the-fed-russia-propaganda.html
http://www.inc.com/tess-townsend/ending-the-fed-russia-propaganda.html
http://www.iwp.edu/news_publications/detail/prof-chodakiewicz-discusses-russian-military-and-influence-operations-at-us-army-europe-senior-leaders-forum
http://www.nytimes.com/2016/08/29/world/europe/russia-sweden-disinformation.html
https://www.bloomberg.com/view/articles/2016-11-28/how-russian-propaganda-really-works-in-the-west
http://www.dw.com/en/german-justice-minister-heiko-maas-worried-fake-news-might-affect-2017-election/a-36546276
http://www.thelocal.se/20160727/concern-over-barrage-of-fake-russian-news-in-sweden
http://www.esquire.com/news-politics/a49791/russian-dnc-emails-hacked/
http://www.esquire.com/news-politics/a49791/russian-dnc-emails-hacked/
http://www.nytimes.com/2016/05/31/world/europe/russia-finland-nato-trolls.html
http://www.nytimes.com/2016/11/21/technology/fact-check-this-pizzeria-is-not-a-child-trafficking-site.html


 

and semi-official state media, including “fake news” propaganda - just as we have the right to 
analyze and highlight that, without fear or favor. Our list was never intended to be “black”. We 
highlight these outlets because we believe that the public should be able to know that very 
disparate kinds of online outlets frequently display a strong bias towards Russia in ways that echo, 
repeat, are used by, and redirect their audiences to Russian official and semi-official state media. 
We highlight. Unlike the Russian government, we do not censor.  
 
Our identification criteria have sometimes been misinterpreted as an attempt to censor, blacklist, or 
tar all outlets we identified as “paid” or “knowing” propaganda sources. That is not the case. We 
highlight these outlets to encourage readers to think critically about the media they encounter, 
especially when it might confirm their ideological preconceptions. Our criteria are detailed, rigorous, 
and focused on behavior, not motivation. An outlet must consistently and over time meet the full 
range of our criteria in order to qualify. We are happy to remove any that do not, and we welcome 
the opportunity to engage with anyone involved to better understand why their content got flagged. 
 
When an outlet establishes a pattern of behavior by uncritically and one-sidedly parroting the 
official Russian line, it is in an important sense irrelevant whether they are a paid Russian proxy, a 
true believer, or commercially opportunistic. The outcomes of serving strategically deceptive 
narratives to the American public are the same. We usually cannot know the motivations of the 
people involved in spreading Russian disinformation. While some investigative reporting has given 
us a strong idea of these motivations, motivations are ultimately less important to us than behavior. 
Both because we focus on outlets (websites, YouTube channels, social media accounts, etc.) 
rather than individuals, and because we focus on behaviors, we do not  accuse individuals of 
deliberate wrongdoing or lawbreaking. 
 
Foreign-Sponsored Online Propaganda Is Not Going Away 
Changing the subject away from the larger problem which we are striving to highlight is 
dangerously counterproductive. Russian “fake news” online propaganda is real and serious. Here’s 
some here. We have deliberately described the tools and approaches we use to identify it in ways 
that are easy to understand, reproduce, and explore. Some writers and reporters have tested our 
approach, applying it to outlets that we or others have identified. Others did not even bother to ask 
themselves whether any of the sites we identified had, in fact, consistently and one-sidedly echoed, 
repeated, been used by, and redirected their audiences to Russian propaganda - and some were 
outraged at the mere suggestion that that might possibly be the case. This outrage is dangerously 
misplaced, especially in light of the real and serious consequences of the state-sponsored 
disinformation that we all face. 
 
We have received many questions about our partisanship, and we reiterate that we are genuinely 
non-partisan and independent. That we have been criticized by observers from across the political 
spectrum attests to this. Our team includes volunteers who were protesting the Iraq War literally at 
the same time that other team members were serving and fighting in it. We hail from across the 
political spectrum and beyond. However, we are united by an understanding of the subtle threat 
that Russia currently poses to the United States. We are outraged by Russia’s attempts to interfere 
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in U.S. domestic politics, and are resolved to push back against these attempts to deceive and 
manipulate Americans. 
 
We also received complaints about our tone, and on that our critics have a point. We take that as a 
lesson about who gets put in charge of what. Technical skills should not be the primary 
qualification for outward-facing communications responsibilities. Coherence of message is 
required, especially in a freewheeling all-volunteer organization where such discipline can be hard 
to come by. While we will not waste time with trolls, we hope to continue engaging with any 
websites, journalists, researchers, or others that are interested in this issue. We have not been 
able to get back to everyone that has reached out, but we are working to follow up with everyone 
that has honestly attempted to engage. 
 
We additionally acknowledge criticisms that the way we have highlighted outlets lacks nuance. In 
our presentation, we were perceived as having equated outlets which we internally distinguish 
between in various ways. We have always intended to share these distinctions in much more 
detail, but as a new all-volunteer effort we are continuing to refine our tools and processes. 
 
As such, in order to avoid getting distracted from the actual problem at hand, which is online “fake 
news” propaganda targeting the American people (especially from Russia, whose own media is 
tightly state-controlled), we at PropOrNot announce the following next steps: 
 

● We will more responsively work with any outlet who explains why they think they have been 
placed on our list unfairly. We are improving our internal processes and reassigning 
personnel to do that. 

● We will focus our attention on anonymous outlets, and outlets with foreign ties that can be 
reliably established based on extant reporting. There is plenty of work to do in that regard. 
Many of the sites we highlighted originally are anonymously run. 

● We will continue to write detailed review articles. We will build on existing reporting with our 
own research to provide standardized, high-quality, and comprehensive reviews of the 
outlets and topics we analyze. 

● We will professionalize our internal organization. That includes restructuring to move past 
our ad-hoc origins, clearly defining roles and responsibilities, changing personnel, 
narrowing our mission, toning down our language, and moving towards a more 
conventional and formal mode of operation. 

 
Thank you for your support and watch this space. In the near future we will be releasing analyses 
of certain popular outlets which consistently and and one-sidedly echo, repeat, are used by, and 
refer their audience to Russian official and semi-official state media. We hope that you will find 
them insightful and valuable examples of this critically important issue 
 
Sincerely, 
 
-- The PropOrNot Team 
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